Restricted/Confidential


Derbyshire County Council Central Record 
Application for Email and Internet Data
	Central Database Reference Number:
	


	Details of the Manager Requesting Information
	Details of the Subject

	1) Manager’s Name
	
	6) Employee Name
	

	2) Position
	
	7) Employee Number
	

	3) Manager’s Telephone Number.
	
	8) Position
	

	4) Manager’s Email Address
	
	9) Period of Activity

(Please indicate how many months of data required (eg 3 months)
	

	5) Data requested 

(please delete as appropriate)
	


	10) PERMISSION FROM THE SUBJECT
Please confirm that you have considered whether this investigation could be carried out with the employee’s consent and state why this is not considered appropriate in the particular circumstances. If you have obtained consent, please record the time, date and individuals present at the meeting/discussion. 

	


	11) PURPOSE OF MONITORING AND NECESSITY
State the nature of the concerns or review and how it came to your attention
Give a short explanation of the proposed monitoring, how you became aware of the issues which require management consideration and why the information sought is necessary to the effective resolution of the concerns identified.   The applicant should set out what alternative courses of action have been considered or implemented and why the monitoring requested is the only appropriate route in this case.

	


	12) PROPORTIONALITY AND POTENTIAL FOR COLLATERAL INTRUSION
State why obtaining the communications data is proportionate to what you are seeking to achieve

Outline what is expected to be achieved from obtaining the data.  Also what intrusion, if any, there will be into the private lives of workers or others or interference with their private email. When considering the benefits to the review process, can the level of intrusion be justified? 

	


	13) PERIOD OF ACTIVITY
State why obtaining the communications data is proportionate to what you are seeking to achieve

Explain why you have requested the specific date/time periods i.e. how these are proportionate.

	


	14) SECURITY OF DATA
Explain who will have access to the Email and Internet data and how it will be secured against unauthorized access

Outline what procedures will be put in place to restrict access to the Internet/Email information to the review officer(s) and how information which is not related to the purpose of the monitoring will be removed and destroyed. 

	


	15) NATURE OF THE REVIEW
In terms of the current review please indicate below whether you have any concerns or evidence to indicate that the activity concerned may involve any of the following areas?

	Misuse of telephone facilities
	
	False record keeping including flexi-time/ false claims
	

	Misuse of assets including DCC IT Equipment
	
	Misuse of monies including petty cash and client monies
	

	Misuse of IT network passwords
	
	Misuse of procurement facilities
	

	Fraud
	
	Anti-competitive practice/Corruption
	


	16) COMPLETION OF THE REVIEW
Provide details of when the review will be completed.  Audit Services will monitor and follow up applications and applicants will be required to produce a summary of the results of the monitoring including action taken.

	


	17) APPLICANT’S DECLARATION
I have considered the information gathered by ………………………………………….. in support of this request and confirm that I consider the information to be obtained is necessary and proportionate.  I request that the following Internet and/or e-mail data is obtained (Explain why this information is necessary, to whom does the data refer and what period will be covered) 



	

	SIGNATURE OF APPLICANT
	DESIGNATION

	DATE


Note
It is your responsibility as the applicant to notify the Assistant Director of Finance (Audit) & RIPA Monitoring Officer of any significant changes to the above review in terms of changes in scope or identification of other issues including potential criminal activities.  The Assistant Director of Finance (Audit) & RIPA Monitoring Officer must be immediately informed of all cases of suspected fraud, misappropriation or misuse of money, materials or equipment, or any mismanagement of money or other assets, or any other irregularities as required by the Council’s Financial Regulations.
In addition you must inform the Assistant Director of Finance (Audit) & RIPA Monitoring Officer when the investigation has been completed and the outcome determined in order that the central database is updated.

	Review of Application
	Reviewing Officer
	Position
	Date
	Added to central database 

	Review by Audit Services
	
	
	
	

	Review by Legal Services
	
	
	
	

	
	
	
	
	

	Subjects Name
	
	 Emp Number
	
	


See pages 69 & 70 of The Employment Practices Code in respect of the requirement for this form
